Cerberus
Networks

Managed Vulnerability Scanning powered by Qualys

Proactive protect for your Internet-facing systems

Stay ahead of threats with lightweight, monthly checks of your public-facing systems. Using Qualys, we scan a
chosen set of external IPs, review the findings, and advise you on what to fix — and in many cases we can fix
issues for you.

Managed Vulnerability Scanning, designed for SMEs

e Start small: begin with just 1 IP (most tools force 64+ licences).

e Pay as you grow: add more IPs as your estate expands.

e Actionable results: we translate scanner output into clear remediation steps.

e Hands-on help: where appropriate, we can implement fixes case-by-case.

e Security & compliance: supports continuous improvement for Cyber Essentials Plus and 1SO 27001
controls.

What's included

e Monthly Qualys external scan of selected public IPs/domains

o Expert review & prioritised report (critical/high issues first, with plain-English guidance)
e Remediation advice and recommended change plan

e Follow-up check on previously identified critical/high issues in the next cycle

e Ticketing & progress tracking via our helpdesk

Optional add-ons: ad-hoc re-scans after changes, change implementation by Cerberus engineers, WAF/IPS
tuning, authenticated web app tests, and security hardening.
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How it works

Scope - You choose how many public IPs to cover (start at 1, scale up anytime).

Scan - We run a monthly Qualys scan outside your network.

Review - Our engineers analyse the results and prioritise the risks.

Remediate - We provide clear steps how to remediate issues yourself.

Optionally we can implement fixes for you using a simple, accountable Service Voucher system.
5. Verify - Issues are re-checked in the next cycle and tracked to closure.

AN =

Typical issues we uncover

e Exposed services and weak ciphers

e Out-of-date software and missing patches

e Misconfigurations in firewalls, VPNs and SSL/TLS
e Known CVEs on internet-facing hosts

FAQ
Does this impact uptime?

No — it's an external, non-intrusive scan of your internet-facing assets.

Is it only by IP?
We usually scope by IP, but we can include hostnames that resolve to your public IPs.

What about internal systems?
This service is for external exposure. Ask us about internal scanning and continuous monitoring.

Can you fix the findings?
Yes — many fixes can be delivered by our team on a case-by-case basis, subject to change control.

How is the service priced?
Simple per-IP, per-month pricing with discounts as you add more IPs.

How is the remediation assistance priced?
For full remediation services, you can prepay for Service Vouchers in advance on preferential terms, or you can
pay ad hoc as and when you need our engineers to assist.

Get started

Cover your most exposed systems first — even if it's just one IP.
Contact us to scope your first month and receive a sample report.

Pricing

Services are charged on a simple monthly basis, subject to a minimum 12-month contract. Prices are ex VAT.

Managed Vulnerability Scanning - 1 IP (1-8) £50.00
Managed Vulnerability Scanning - 1 IP (9+) £45.00

SUPPORT+ Service Voucher — min. order of 12

- Usable across any Cerberus Networks engineering services £125.00
- 1 Voucher covers 1 hour engineering services during office hours ’
- Min. usage of 0.25 (15 minutes) per incident

Ad hoc engineering services - 1 Hour or part thereof £125.00

To discuss your requirements and for further information, please contact our sales team on 0345 257 1333
or via email at sales@cerberusnetworks.co.uk.
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